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A number of the case studies examined by the Royal

Commission into Misconduct in the Banking, Superan-

nuation and Financial Services Industry (Royal Com-

mission) involved instances where a financial institution

failed to deliver what it had sold to customers due to

deficiencies in its systems or processes.

The Royal Commission highlighted that when finan-

cial products or services are not delivered in accordance

with contractual promises, there may be occasions

where such failures should “be examined through the

lens of the law relating to misleading and deceptive

conduct”.1

This observation clearly resonated with the Austra-

lian Securities and Investments Commission (ASIC)

which has since commenced investigations and litiga-

tion against major financial institutions in relation to

system defects which meant customers did not receive

what they had been promised.

In spite of ASIC’s recent leadership changes, ASIC’s

new chairman, Joe Longo, and head of enforcement,

Sarah Court, have both made it clear that the regulator

remains focused on issues stemming from inadequate

systems. In a nod to the Royal Commission, Mr Longo

has observed that continuing system failures are so

common among financial institutions that “Hayne was

absolutely right to call it out”.2 Further, Ms Court has

observed that ASIC is getting “breach reports from

major institutions on a daily basis about systems errors

and compliance errors that are causing widespread

detriment to consumers”.3

So how can defective systems give rise to a claim for

misleading or deceptive conduct and what can financial

institutions do to mitigate the risk of such a claim?

How can defective systems give rise to a
claim for misleading or deceptive conduct?

When defective systems or processes lead to short-

comings in the provision of a financial product or

service, two avenues may be open to ASIC under the

Australian Securities and Investments Commission

Act 2001 (Cth) (ASIC Act) to pursue a claim for

misleading or deceptive conduct. A claim may be

available under either or both of:

• s 12DA which proscribes conduct that is mislead-

ing or deceptive in connection with the supply or

possible supply of financial services or

• s 12DB which proscribes the making of specified

kinds of false or misleading representations in

connection with the supply or possible supply of

financial services

At one end of the spectrum a defective system may

lead to a service provider making an express statement

of fact which is plainly false or misleading and provides

a clear basis for a claim. For example, assume that a

bank offered a term deposit account with an interest rate

of 3% per annum but a system error meant that some

customers were credited with interest at a rate of 1% per

annum. If the account statements issued to impacted

customers referred by default to the payment of interest

at a rate of 3% then plainly this would be a false

representation.

The position is more complicated at the other end of

the spectrum when defective systems cause processing

or administrative errors that cannot be linked to an

express statement of fact which is false or misleading.

The balance of this article focuses on this scenario

because it entails a significantly broader scope for

liability than the more obvious scenario involving express

statements of fact.

In the absence of a false or misleading statement of

fact, a claim potentially can be constructed by reference

to implied representations that may arise as a conse-

quence of the making of contractual promises. Specifi-

cally, it has been held that a contractual promise will

ordinarily amount to an implied representation that the

promisor has both the intention and capacity to carry out

the promise.4 This means that if a financial institution

publishes and enters into contractual terms and condi-

tions for a financial service when it is unable to reliably
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deliver the service in accordance with those terms it

might contravene the prohibitions on misleading or

deceptive conduct and false or misleading representa-

tions under ss 12DA and 12DB of the ASIC Act,

respectively.

While there will usually be no question that a

financial institution intended to abide by its terms and

conditions, if the delivery of a financial product or

service was hampered by a poorly designed system this

may indicate that the service provider lacked the capac-

ity to make good its contractual promises to its custom-

ers.

Assume, for example, that a bank offered a savings

account which paid bonus interest when certain deposit

criteria were met. Due to design flaws in the IT system

that assessed whether the criteria had been met, the bank

failed to apply the bonus interest entitlements reliably

and a proportion of the account holders did not receive

interest payments despite satisfying the qualifying crite-

ria. In this example, even if none of the account

statements incorrectly stated that bonus interest had

been paid, the bank may still be liable for misrepresent-

ing that it had the capacity to administer the product in

accordance with its terms and conditions.

A claim for misleading or deceptive conduct under

s 12DA involves an enquiry into whether the impugned

conduct had the tendency to lead another person into

error.5 Therefore, it is not difficult to see how the making

of a false representation as to capacity to perform a

contractual obligation could give rise to liability under

s 12DA.

Section 12DB is narrower in scope because it pro-

hibits the making of specified kinds of false or mislead-

ing representations. This includes representations with

respect to the “price”6 or “benefits” of the service.7

Therefore, if a system defect resulted in fees or charges

being imposed incorrectly or meant that customers

missed out on entitlements such as discounts, waivers or

preferential rates, a claim may be available under

s 12DB on the basis that the advertising materials and

contractual documents associated with the service car-

ried false or misleading representations as to the service

provider’s capacity to:

• charge the correct “price” for the service (in the

case of incorrect fees) or

• ensure customers received the “benefits” they

were promised (in the case of missed entitlements)

Although the breadth of s 12DA may mean that it

provides a more straightforward route to liability in

many defective systems cases, a claim under s 12DB

will invariably be more attractive to ASIC from an

enforcement perspective because it is a pecuniary pen-

alty provision whereas penalties cannot be imposed for

a contravention of s 12DA. Therefore, to achieve maxi-

mum deterrence ASIC would likely seek to identify the

making of a false or misleading representation of a kind

that would enliven a pecuniary penalty claim under

s 12DB.

Representations as to present facts and future
matters

The making of a contractual promise may give rise to

two distinct implied representations as to the adequacy

of the promisor’s systems and processes to deliver what

has been promised, as follows:8

• first, that the promisor presently has adequate

systems to deliver what has been promised (a

representation as to a present fact) and

• second, that the promisor will continue to maintain

adequate systems (a representation as to a future

matter)

If the promisor’s systems are inadequate, a separate

claim may be available in relation to the falsity of each

type of representation (under either or both of ss 12DA

or 12DB of the ASIC Act depending upon the facts of

the case).

In relation to the first type of claim, a person who

makes a false representation as to a present fact can be

liable for the misrepresentation irrespective of whether

they knew or ought to have known that the representa-

tion was inaccurate or untrue.9 This highlights that it is

critically important for a financial institution to ensure

that its systems and processes are adequately designed

and functioning correctly before bringing a new product

or service to market.

Different considerations arise if a claim is directed

at the second type of representation because a represen-

tation as to a future matter (eg, that adequate systems

will be maintained in future) is neither true nor false

at the time it is made. This is addressed by s 12BB of the

ASIC Act which provides that if a person makes a

representation in relation to a future matter and the

person does not have “reasonable grounds” for making

the representation, it will be taken to be misleading. This

deeming provision operates unless evidence is adduced

to the contrary (ie, evidence that the party making the

representation did have reasonable grounds).

An enquiry into whether there were reasonable grounds

for a representation as to a future matter essentially

focuses on the degree of care taken by the person who

made the representation. What matters is the information

that was available and relied upon at the time the

representation was made. Importantly, this means that an

honest belief in the accuracy of a representation that

turns out to be false will not necessarily mean that it was

made on reasonable grounds.10
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Consequently, a financial institution that launches a

product without taking due care to design and test the

systems, controls and monitoring processes that will

support the administration of the product may have

difficulty in establishing it had reasonable grounds for

representing to customers it would maintain the capacity

to deliver the product in accordance with its terms and

conditions. Of course, if a financial institution was

aware of actual or potential system defects and still

launched the affected product or continued offering it to

customers in spite of this knowledge, this would almost

certainly make it more difficult to establish reasonable

grounds. The latter conduct may also contravene the

prohibition on unconscionable conduct in s 12CB of the

ASIC Act, which a court would likely regard as a more

serious breach warranting higher penalties.

What can financial institutions do to miti-
gate the risk of claims targeting defective
systems?

A financial institution will not necessarily be exposed

to the risk of a claim for misleading or deceptive conduct

simply because its systems do not operate flawlessly. As

Commissioner Hayne acknowledged in the Royal Com-

mission’s final report, no system for processing the

number and variety of transactions offered by financial

institutions will ever operate perfectly.11

Obviously, the most important step a financial insti-

tution can take to reduce the risk of this type of claim is

to allocate sufficient time and resources to ensure that

the systems and processes required to support each

feature of a new product or service are carefully and

robustly designed.

To promote this type of product governance the

Federal Government has signalled its intention to

strengthen accountability for the management of finan-

cial products and services through its proposed Financial

Accountability Regime (FAR),12 which is poised to

replace the existing Banking Executive Accountability

Regime. Under the proposed FAR, it will be mandatory

for all entities regulated by the Australian Prudential

Regulation Authority to implement clear lines of account-

ability for end-to-end product management, including all

steps in the design, delivery and maintenance of prod-

ucts and services offered to customers. This proposed

legislative change responds directly to a recommenda-

tion of the Royal Commission and seeks to address a

finding that a key factor that led to the processing and

administrative errors examined by the Royal Commis-

sion was an absence of end-to-end accountability for the

relevant products or services.13

Other steps a financial institution can take to mitigate

the risk of system failures or the risk of a claim for

misleading or deceptive conduct if systems do fail

include the following:

• Attention should be directed not only to IT sys-

tems but also to any manual processes that will be

involved in ensuring that a product or service

functions as intended. Manual tasks should be

assessed to identify opportunities to reduce com-

plexity and thereby reduce the scope for human

error. In addition, employees must be adequately

trained to ensure that operating processes are

clearly understood and manual tasks can be per-

formed effectively.

• Monitoring and complaint handling processes should

be designed to detect trends and systemic issues

that may be indicative of underlying system defects.

When an error in the delivery of a product or

service is linked to a system defect it is critical to

take prompt action to remedy the root cause. If a

system defect is remediated soon after detection

this may help to mitigate the severity of the breach

and reduce the risk of regulatory enforcement

action.

• If a system defect cannot be fixed promptly it may

be necessary to notify customers of how the issue

may impact on the delivery of the product or

service. If full disclosure is provided this should

ensure that customers are not misled about the

characteristics of the product or service while the

underlying problem is remedied.
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